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2 Data Processing Agreement preamble
1. This Data Processing Agreement sets out the rights and obligations that apply to the Data
Processor’s handling of personal data on behalf of the Data Controller.

2. This Agreement has been designed to ensure the Parties’ compliance with Article 28, sub-
section 3 of Regulation 2016/679 of the European Parliament and of the Council of 27
April 2016 on the protection of natural persons with regard to the processing of personal
data and on the free movement of such data and repealing Directive 95/46/EC (General
Data Protection Regulation), which sets out specific requirements for the content of data
processing agreements.

3. The Data Processor’s processing of personal data shall take place for the purposes of ful-
filment of the Parties’ ‘Master Agreement’, starting at the same date as the Master Agree-
ment.

4. The Data Processing Agreement and the ‘Master Agreement’ shall be interdependent and
cannot be terminated separately. The Data Processing Agreement may however — without
termination of the ‘Master Agreement’ — be replaced by an alternative valid data pro-
cessing agreement.

5. This Data Processing Agreement shall take priority over any similar provisions contained
in other agreements between the Parties, including the ‘Master Agreement’.

6. Four appendices are attached to this Data Processing Agreement. The Appendices form
an integral part of this Data Processing Agreement.

7. Appendix A of the Data Processing Agreement contains details about the processing as
well as the purpose and nature of the processing, type of personal data, categories of
data subject and duration of the processing.

8. Appendix B of the Data Processing Agreement contains the Data Controller’s terms and

conditions that apply to the Data Processor’s use of Sub-Processors and a list of Sub-Pro-
cessors approved by the Data Controller.
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10.

11.

12.

Appendix C of the Data Processing Agreement contains instructions on the processing
that the Data Processor is to perform on behalf of the Data Controller (the subject of the
processing), the minimum security measures that are to be implemented and how inspec-
tion with the Data Processor and any Sub-Processors is to be performed.

0 of the Data Processing Agreement contains the Parties’ provisions for activities that are
not contained in this Data Processing Agreement or the Parties’ ‘Master Agreement’.

The Data Processing Agreement and its associated Appendices shall be retained in writing
as well as electronically by both Parties.

This Data Processing Agreement shall not exempt the Data Processor from obligations to
which the Data Processor is subject pursuant to the General Data Protection Regulation or
other legislation.

3 The rights and obligations of the Data Controller

1.

2.

3.

The Data Controller shall be responsible to the outside world (including the data subject)
for ensuring that the processing of personal data takes place within the framework of the
General Data Protection Regulation and the Danish Data Protection Act.

The Data Controller shall therefore have both the right and obligation to make decisions
about the purposes and means of the processing of personal data.

The Data Controller shall be responsible for ensuring that the processing that the Data
Processor is instructed to perform is authorised in law.

4 The Data Processor acts according to instructions

1.

The Data Processor shall solely be permitted to process personal data on in relation to the
Master Agreement between the parties, unless processing is required under EU or Mem-
ber State law to which the Data Processor is subject; in this case, the Data Processor shall
inform the Data Controller of this legal requirement prior to processing unless that law
prohibits such information on important grounds of public interest, cf. Article 28, sub-sec-
tion 3, para a.

The Data Processor shall immediately inform the Data Controller if instructions in the

opinion of the Data Processor contravene the General Data Protection Regulation or data
protection provisions contained in other EU or Member State law.
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5 Confidentiality

1.

The Data Processor shall ensure that only those persons who are currently authorised to

do so are able to access the personal data being processed on behalf of the Data Control-
ler. Access to the data shall therefore without delay be denied if such authorisation is re-
moved or expires.

Only persons who require access to the personal data in order to fulfil the obligations of
the Data Processor to the Data Controller shall be provided with authorisation.

The Data Processor shall ensure that persons authorised to process personal data on be-
half of the Data Controller have undertaken to observe confidentiality or are subject to
suitable statutory obligation of confidentiality.

The Data Processor shall at the request of the Data Controller be able to demonstrate
that the employees concerned are subject to the above confidentiality.

6 Security of processing

1.

The Data Processor shall take all the measures required pursuant to Article 32 of the Gen-
eral Data Protection Regulation, which stipulates that with consideration for the current
level, implementation costs and the nature, scope, context and purposes of processing
and the risk of varying likelihood and severity for the rights and freedoms of natural per-
sons, the Data Controller and Processor shall implement appropriate technical and organi-
sational measures to ensure a level of security appropriate to the risk.

The above obligation means that the Data Processor shall perform a risk assessment and
thereafter implement measures to counter the identified risk. Depending on their rele-
vance, the measures may include the following:

a. Pseudonymisation and encryption of personal data
The ability to ensure ongoing confidentiality, integrity, availability and resilience
of processing systems and services.

c. The ability to restore the availability and access to personal data in a timely man-
ner in the event of a physical or technical incident.

d. A process for regularly testing, assessing and evaluating the effectiveness of tech-
nical and organisational measures for ensuring the security of the processing.

The Data Processor shall in ensuring the above —in all cases —at a minimum implement
the level of security and the measures specified in Appendix C to this Data Processing

Agreement.

The Parties’ possible regulation/agreement on remuneration etc. for the Data Controller’s
or the Data Processor’s subsequent requirement for establishing additional security
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measures shall be specified in the Parties’ ‘Master Agreement’ or in Appendix D to this
Data Processing Agreement.

7 Use of Sub-Processors
1. The Data Processor shall meet the requirements specified in Article 28, sub-section 2 and
4, of the General Data Protection Regulation in order to engage another processor (Sub-
Processor).

2. The Data Processor shall therefore not engage another processor (Sub-Processor) for the
fulfilment of this Data Processing Agreement without the prior general written consent of
the Data Controller.

3. Inthe event of general written consent, the Data Processor shall inform the Data Control-
ler of any planned changes with regard to additions to or replacement of other data pro-
cessors and thereby give the Data Controller the opportunity to object to such changes.

4. The Data Controller’s requirements for the Data Processor’s engagement of other sub-
processors shall be specified in Appendix B to this Data Processing Agreement.

5. The Data Controller’s consent to the engagement of specific sub-processors, if applicable,
shall be specified in Appendix B to this Data Processing Agreement.

6. When the Data Processor has the Data Controller’s authorisation to use a sub-processor,
the Data Processor shall ensure that the Sub-Processor is subject to the same data protec-
tion obligations as those specified in this Data Processing Agreement on the basis of a
contract or other legal document under EU law or the national law of the Member States,
in particular providing the necessary guarantees that the Sub-Processor will implement
the appropriate technical and organisational measures in such a way that the processing
meets the requirements of the General Data Protection Regulation.

The Data Processor shall therefore be responsible — on the basis of a sub-processor agree-
ment — for requiring that the sub-processor at least comply with the obligations to which
the Data Processor is subject pursuant to the requirements of the General Data Protec-
tion Regulation and this Data Processing Agreement and its associated Appendices.

7. A copy of such a sub-processor agreement and subsequent amendments shall — at the
Data Controller’s request — be submitted to the Data Controller who will thereby have the
opportunity to ensure that a valid agreement has been entered into between the Data
Processor and the Sub-Processor. Commercial terms and conditions, such as pricing, that
do not affect the legal data protection content of the sub-processor agreement, shall not
require submission to the Data Controller.
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8. The Data Processor shall in his agreement with the Sub-Processor include the Data Con-

troller as a third party in the event of the bankruptcy of the Data Processor to enable the
Data Controller to assume the Data Processor’s rights and invoke these as regards the
Sub-Processor, e.g. so that the Data Controller is able to instruct the Sub-Processor to per-
form the erasure or return of data.

If the Sub-Processor does not fulfil his data protection obligations, the Data Processor
shall remain fully liable to the Data Controller as regards the fulfilment of the obliga-
tions of the Sub-Processor.

8 Transfer of data to third countries or international organisations

1. The Data Processor shall solely be permitted to process personal data on documented in-

3.

structions from the Data Controller, including as regards transfer (assignment, disclosure
and internal use) of personal data to third countries or international organisations, unless
processing is required under EU or Member State law to which the Data Processor is sub-
ject; in such a case, the Data Processor shall inform the Data Controller of that legal re-
quirement prior to processing unless that law prohibits such information on important
grounds of public interest, cf. Article 28, sub-section 3, para a.

Without the instructions or approval of the Data Controller, the Data Processor therefore
cannot — within the framework of this Data Processing Agreement:

a. disclose personal data to a data controller in a third country or in an international
organisation

b. assign the processing of personal data to a sub-processor in a third country
have the data processed in another of the Data Processor’s divisions, as long as it
is located within the EU or the controller’s region

The Data Controller’s instructions or approval of the transfer of personal data to a third
country, if applicable, shall be set out in Appendix C to this Data Processing Agreement.

9 Assistance to the Data Controller

1.

The Data Processor, taking into account the nature of the processing, shall, as far as possi-
ble, assist the Data Controller with appropriate technical and organisational measures, in
the fulfilment of the Data Controller’s obligations to respond to requests for the exercise
of the data subjects’ rights pursuant to Chapter 3 of the General Data Protection Regula-
tion.

This entails that the Data Processor should as far as possible assist the Data Controller in
the Data Controller’s compliance with:
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a. notification obligation when collecting personal data from the data subject

b. notification obligation if personal data have not been obtained from the data sub-
ject

c. right of access by the data subject

d. the right to rectification

e. the right to erasure (‘the right to be forgotten’)

f. the right to restrict processing

g. notification obligation regarding rectification or erasure of personal data or re-

striction of processing

h. the right to data portability

i. theright to object

j. theright to object to the result of automated individual decision-making, includ-
ing profiling

2. The Data Processor shall assist the Data Controller in ensuring compliance with the Data
Controller’s obligations pursuant to Articles 32-36 of the General Data Protection Regula-
tion taking into account the nature of the processing and the data made available to the
Data Processor, cf. Article 28, sub-section 3, para f.

This entails that the Data Processor should, taking into account the nature of the pro-
cessing, as far as possible assist the Data Controller in the Data Controller’s compliance
with:

a. the obligation to implement appropriate technical and organisational measures to
ensure a level of security appropriate to the risk associated with the processing

b. the obligation to report personal data breaches to the supervisory authority (Dan-
ish Data Protection Agency) without undue delay and, if possible, within 72 hours
of the Data Controller discovering such breach unless the personal data breach is
unlikely to result in a risk to the rights and freedoms of natural persons

c. the obligation — without undue delay - to communicate the personal data breach
to the data subject when such breach is likely to result in a high risk to the rights
and freedoms of natural persons

d. the obligation to carry out a data protection impact assessment if a type of pro-
cessing is likely to result in a high risk to the rights and freedoms of natural per-
sons

e. the obligation to consult with the supervisory authority (Danish Data Protection
Agency) prior to processing if a data protection impact assessment shows that the
processing will lead to high risk in the lack of measures taken by the Data Control-
ler to limit risk

3. The Parties’ possible regulation/agreement on remuneration etc. for the Data Processor’s

assistance to the Data Controller shall be specified in the Parties’ ‘Master Agreement’ or
in Appendix D to this Data Processing Agreement.

Page 8 of 18



10 Notification of personal data breach

1. Ondiscovery of personal data breach at the Data Processor’s facilities or a sub-proces-
sor’s facilities, the Data Processor shall without undue delay notify the Data Controller.

The Data Processor’s notification to the Data Controller shall, if possible, take place with-
out undue delay but no more the 48 hours, after the Data Processor has discovered the
breach to enable the Data Controller to comply with his obligation, if applicable, to report
the breach to the supervisory authority within 72 hours.

2. According to Clause 9.2., para b, of this Data Processing Agreement, the Data Processor
shall — taking into account the nature of the processing and the data available — assist the
Data Controller in the reporting of the breach to the supervisory authority.

This may mean that the Data Processor is required to assist in obtaining the information
listed below which, pursuant to Article 33, sub-section 3, of the General Data Protection
Regulation, shall be stated in the Data Controller’s report to the supervisory authority:

a. The nature of the personal data breach, including, if possible, the categories and
the approximate number of affected data subjects and the categories and the ap-
proximate number of affected personal data records

b. Probable consequences of a personal data breach
Measures which have been taken or are proposed to manage the personal data
breach, including, if applicable, measures to limit its possible damage

11 Erasure and return of data
1. Ontermination of the processing services, the Data Processor shall be under obligation, at
the Data Controller’s discretion, to erase or return all the personal data to the Data Con-

troller and to erase existing copies unless EU law or Member State law requires storage of
the personal data.

12 Inspection and audit
1. The Data Processor shall make available to the Data Controller all information necessary
to demonstrate compliance with Article 28 of the General Data Protection Regulation and
this Data Processing Agreement, and allow for and contribute to audits, including inspec-

tions performed by the Data Controller or another auditor mandated by the Data Control-
ler.

2. The procedures applicable to the Data Controller’s inspection of the Data Processor are
specified in Appendix C to this Data Processing Agreement.
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The Data Controller’s inspection of sub-processors, if applicable, shall as a rule be per-
formed through the Data Processor. The procedures for such inspection are specified in
Appendix C to this Data Processing Agreement.

The Data Processor shall be required to provide the supervisory authorities, which pursu-
ant to applicable legislation have access to the Data Controller’s and Data Processor’s fa-
cilities, or representatives acting on behalf of such supervisory authorities, with access to
the Data Processor’s physical facilities on presentation of appropriate identification.

13 The Parties’ agreement on other terms

1.

(Separate) terms relating to the consequences of the Parties’ breach of this Data Pro-
cessing Agreement, if applicable, shall be specified in the Parties’ ‘Master Agreement’ or
in 0 to this Data Processing Agreement.

Regulation of other terms between the Parties shall be specified in the Parties’ ‘Master
Agreement’ or in 0 to this Data Processing Agreement.

14 Commencement and termination

1.

This Data Processing Agreement shall become effective on the date of both Parties’ signa-
ture to the Agreement.

Both Parties shall be entitled to require this Data Processing Agreement renegotiated if
changes to the law or inexpediency of the provisions contained herein should give rise to
such renegotiation.

The Parties’ agreement on remuneration, terms etc. in connection with amendments to
this Data Processing Agreement, if applicable, shall be specified in the Parties’ ‘Master
Agreement’ or in Appendix D to this Data Processing Agreement.

This Data Processing Agreement may be terminated according to the terms and condi-
tions of termination, incl. notice of termination, specified in the ‘Master Agreement’.

This Data Processing Agreement shall apply as long as the processing is performed. Irre-
spective of the termination of the ‘Master Agreement’ and/or this Data Processing Agree-
ment, the Data Processing Agreement shall remain in force until the termination of the

processing and the erasure of the data by the Data Processor and any sub-processors.

Signature
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& Heimdal

Version: V06.1

On behalf of the Data Controller On behalf of the Data Processor
Name: [State name] Name: [State name]
Position: [State position] Position: [State position]
Date: [State date] Date: [State date]
Signature: [Insert signature] Signature: [Insert signature]

15 Data Controller and Data Processor contacts/contact points

1. The Parties may contact each other using the following contacts/contact points:

2. The Parties shall be under obligation continuously to inform each other of changes to con-
tacts/contact points.

Name: [State name] Name: Volintirescu Mihaela
Position: [State position] Position: Compliance Manager
Telephone  [State telephone number] Telephone  +407411.08. 115
number: number:

E-mail: [State e-mail] E-mail: mvo@heimdalsecurity.com



Appendix A

Information about the processing

The purpose of the Data Processor’s processing of personal data on behalf of the Data Control-

ler is:

e Data Controller uses Heimdal Security products, as specified in the “Master Agreement”
for IT Security and protection. The products are owned and managed by the Data Proces-

sor.

The Data Processor’s processing of personal data on behalf of the Data Controller shall mainly
pertain to (the nature of the processing):

e The nature of the processing is to scan data for vulnerabilities and to store and process
data identified for vulnerabilities, in relation to cyberattacks, leaks or forensic investiga-
tions. Hereby both personal, sensitive, and confidential data is being processed.

The processing includes the following types of personal data about data subjects:

Product

Data Processed (description)

DNS Security Endpoint

Hostname, Username (associated with the Hostname), IP
Address, Domains

DNS Security Network

Hostname, IP Address, Domain

Next-Gen Antivirus, XTP and MDM

Hostname, Username (associated with the Hostname),
Personal Applications Executed

Ransomware Encryption Protection

Hostname, Username (associated with the Hostname),
Personal Applications Executed

Privilege Elevation and Delegation
Management (PEDM)

Hostname, Username (associated with the Hostname),
Personal Applications Executed

Application Control

Personal Applications Executed

E-mail Security

E-mail Content, E-mail Attachments, E-mail body, E-mail
Subject, E-mail Address, Source & Destination IP

E-mail Fraud Prevention

E-mail Content, E-mail Attachments, E-mail body, E-mail
Subject, E-mail Address, Source & Destination IP

Remote Desktop Control

Username, IP Address, Session Recordings (if enabled,
will be stored with Heimdal).

Patch and Assets Management

Hostname, Username (associated with the Hostname),
Name of installed 3rd party applications and their ver-
sions, Name of available and installed Operating System
updates

Threat - hunting and Action Center
(TAC)

Depending on the products that you have the data pro-
cessed above

Privileged Account and Session
Management (PASM)

Server name (chosen by the data controller), number of
accounts (administrator users and non-administrators),
usage data (number and length of sessions)
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Heimdal Dashboard (XDR — Unified User login details: Full name, E-mail Address, Phone
Security Platform) number (optional)

Processing includes the following categories of data subject:

e Persons working for data controller who can be subject to be part of data in cyberattack, vulnera-
bility or forensic analysis.

e  Persons e-mailing the Data Controller in the situation where the Data Controller is using Heimdal
Security’s E-mail Fraud Prevention or E-mail Security products.

The Data Processor’s processing of personal data on behalf of the Data Controller may be per-
formed when this Data Processing Agreement commences. Processing has the following dura-
tion:

e Processing of the vulnerabilities, cyberattacks, leaks or forensics investigations data shall not be
time-limited and shall be performed until this Data Processing Agreement is terminated or can-
celled by one of the Parties.

Appendix B Terms of the Data Processor’s use of sub-processors and list of
approved sub-processors

B.1 Terms of the Data Processor’s use of sub-processors, if applicable

The Data Processor has the Data Controller’s general consent for the engagement of sub-processors. The
Data Processor shall, however, inform the Data Controller of any planned changes with regard to additions
to or replacement of other data processors and thereby give the Data Controller the opportunity to object
to such changes. Such notification shall be submitted to the Data Controller a minimum of 3 months prior to
the engagement of sub-processors or amendments coming into force.

B.2 Approved sub-processors
The Data Controller shall on commencement of this Data Processing Agreement approve the en-
gagement of the following sub-processors:

Name VAT no. Address Description of processing \

Amazon (EU) N/A N/A Amazon cloud hosting services for use of product
operation and data storage (Threat Prevention
Network)

Microsoft Azure N/A N/A Azure cloud hosting services for use of product

(EV) operation and data storage (All Heimdal prod-
ucts)

The Data Controller shall on the commencement of this Data Processing Agreement specifically
approve the use of the above sub-processors for the processing described for that party. The Data
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Processor shall not be entitled — without the Data Controller’s explicit written consent — to engage
a sub-processor for ‘different’ processing than the one that has been agreed or have another sub-
processor perform the described processing.

Appendix C Instruction pertaining to the use of personal data

C.1 The subject of/instruction for the processing
The Data Processor’s processing of personal data on behalf of the Data Controller shall be carried
out by the Data Processor performing the following:

e Collect, identify, and present data relevant for the data controller in the portal
e Scan and analyse forensic data related to the data controller and present result in the portal

C.2  Security of processing
The level of security shall reflect:

e That the processing involves a normal volume of personal data, but a ‘high’ level of security is still
established.

The Data Processor has implemented the following measures (Also showed in diagram below):

o Data centers are protected by a Firewall

e Data at rest is encrypted with double layer of encryption: 1st layer provided and managed by Az-
ure/ Amazon and 2nd layer of encryption is fully managed by Heimdal in a completely autonomous
and secure environment

. Both layers of encryption are Federal Information Processing Standards (FIPS) 140-2 compliant and
for both encryption keys we are using Advanced Encryption Standard AES-256 (256-bit key length)

e Datais transferred only with encrypted communication with SSL (TLS RSA SHA256 encryption) and
is managed and controlled fully by Heimdal Data is under strict access control at all time

e Depending on products and location we are using G-cloud in Azure (Government approved storage
in the UK) and Cloud Computing Compliance Controls Catalogue (C5) compliant infrastructure (for
more details please ask your Heimdal contact)

e Logging is setup to detect anomalies and to protect integrity of the data

e Backups are setup to protect availability of the data and the services

e Security incident management includes plans for timely restoration of services and personal data
and with linkage to overall business continuity management

e Control framework is setup and operational covering applicable GDPR controls which is ongoing
validated by internal compliance staff

e Access is provided online to data controller through the portal and is protected by two/three fac-
tor authentication mechanisms, using Username, Password + Authenticator + Optional IP re-
strictions

e Hosting facilities in AWS, and Azure are applicable to declarations covering physical security

e Remote working is allowed but through data processer agreed equipment applied with both stor-
age and transport encryption.
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e Access to data is access controlled and logged. Furthermore, an SIEM system is setup to detect any

abnormalities

The Data Processor shall hereafter be entitled and under obligation to make decisions about the

technical and organisational security measures that are to be applied to create the necessary (and

agreed) level of data security.

The Data Processor shall however —in any event and at a minimum — implement the following

measures that have been agreed with the Data Controller (on the basis of the risk assessment that

the Data Controller has performed):

Heimdal® general data security overview

(The below is also describe in this DPA. Certain modules can have more specific or secure protocols, but the below is the minimum standard)

Frankfurt,DE

Amsterdam,NL

London,UK | | Virginia,Us |

Heimdal® Dashboard
backend

Data Transport 256 Bit TLS
- HTTPS
(This is the final secure tunnel
after handshake)

Heimdal® Dashboard
frantend

Customer 1 views
data in Heimdal
Dashboard

s s s s ess e ==- 1 Data Flows
| Datain transit |
1 | Process / Description Flows
1 Customer 1 uses |
: ; Heimdal® product : For EU/EEA customars:
1 ! — Heimdal infrastructure ensures compliance with the EU
N T e level of personal data protection including EDPB
1 S 2 ! v - recommendation 01/2020 on supplementary measures
| Rl 2 and the guidance on the use of cloud issued by
1 % 2. Data Transport 256 Bit 3 E Heimdal tunnels are made with Datatilsynet in March 2022 Heimdal ensures Schrems Il
1 2E TLS - HTTPS __I___j_g_g___‘_____’ two-way handshakes as described compliance for EU/ EEU customers by implementing
1 - E (This is the final secure S here supplementary measures tools: SCCs and encryption.
1 S8 tunnel after handshake) S Mutual authentication - Wikipedia
25 P ED
1§ g i8E
1 =2 o=
g -
1 i ! v ' H 1
1 ! K . : H 1 Heimdal internal compliance ISAE 300050C 2
1 l-..gp| Heimdal®Data Center . P verify controls on data access every | ----------- -~y repart for Heimdal®
1 (Azure or Amazon) | 1 30 days by Heimdal® i is available
1 : 1 !
1 H 1 !
| R - h '
Mataatrest , — -tz Layer 1. encryption — 256 Helmdallfnterna\
compliance

bit AES key owned by CSP
verify controls on key

access every 30 days by
Heimdal®

v

Layer 2. encryption — 256
bit AES key owned by
Heimdal® in CSP Vault

Customer benefit:
Heimdal js able to see
unauthorized access to

its data by the CSP

Customer chooses in the
Heimdal® dashboard where
to store their data

Data is only accessible to Heimdal® employees with permission
of the customer (set in the dashboard) and even when
permission is given it is still leveraging ACL (Access Control list)
to control obfuscated or non-obfuscated data access.
Customers can also use ACL's themselves to control level of
data access in the Heimdal Dashboard.

In all the data flow cycles the CSP does not have access to the
data in clear, The CSP does not need access to the data in clear.
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C.3 Storage period/erasure procedures
Personal data are stored with the Data Processor according to the below or the Data Controller requests
that the data are erased.

Product Storage period
DNS Security Endpoint 2 years
DNS Security Network 30 days
Next-Gen Antivirus, XTP and MDM 2 years
Ransomware Encryption Protection 90 days for endpoint; 2 years for endpoint
Privilege Elevation and Delegation Man-
agement (PEDM) 2 years
Application Control 90 days
E-mail Security none, 30 days, 90 days or 1 year?!
E-mail Fraud Prevention 1vyear
Remote Desktop Control 2 years
Patch and Assets Management 2 years
Threat - hunting and Action Center (TAC) 2 years
Privileged Account and Session Manage-
2 years

ment (PASM)
Heimdal Dashboard (XDR — Unified Secu-
rity Platform)

Contract period

C.4 Processing location

Processing of the personal data under this Data Processing Agreement cannot be performed at
other locations than the following without the Data Controller’s prior written consent. In accord-
ance with the Data Processor requirements, data processing location can be done as outlined be-
low (these options can be selected in your Heimdal Dashboard account):

I.  For E-mail Security, data storage options include:
a. Azure Europe (Netherlands/Amsterdam)?.
b. Azure UK (UK/ London).
c. Azure US (US/ Virginia).

Il.  For Threat Prevention Network, data storage options include:
a. AWS Europe (Germany/ Frankfurt).3
b. AWS UK (UK/ London).
c. AWS US (US/ Virginia) — this location is available starting Q2 2024.

! The storage period can be configured in your Dashboard account.

2 If no specific data storage locations are selected, the default location will be Azure Europe (Netherlands/Am-
sterdam).

3 If no specific data storage locations are selected, the default location will be AWS Europe (Germany/ Frank-
furt).
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Ill.  For all other products, data storage options include:
a. Azure Europe (Netherlands/Amsterdam).*
b. Azure UK (UK/ London).
c. Azure US (US/ Virginia) — this location is available starting Q2 2024.

C.5 Instruction for or approval of the transfer of personal data to third countries
Data is not transferred to third countries.

If the Data Controller does not in this clause or by subsequent written notification provide instruc-
tions or consent pertaining to the transfer of personal data to a third country, the Data Processor
shall not be entitled within the framework of this Data Processing Agreement to perform such
transfer.

C.6  Procedures for the Data Controller’s inspection of the processing being performed by the
Data Processor

The data controller can request a written report displaying the compliance covering the security of pro-

cessing by the data processor. The written report format can be either the Internal Heimdal Report, written

by the Compliance Manager, or the ISAE 3000 SOC 2 Type I/ Type |l Report. This request shall be made one

month prior to obtaining the report.

C.7  Procedures for inspection of the processing being performed by sub-processors, if appli-
cable

The data processor is as part of the internal control framework responsible for at least yearly review their

sub processors. The results of this review can be obtained as specified in C.6.

Appendix D Supplementary information about the personal data pro-
cessing when using the Remote Desktop Control Heimdal product

D.1 The processing when using Remote Desktop Control product:
For the Remote Desktop Control product Heimdal is using a 3™ party provider (ISL Online) in de-
veloping and supporting the product.

ISL Online process the following categories of personal data:

Username, IP Address

“41f no specific data storage locations are selected, the default location will be Azure Europe (Netherlands/Am-
sterdam)
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D.2. Approved sub-processors (all Appendix B provisions are applicable to this section)
The Data Controller shall on commencement of this Data Processing Agreement approve the en-

gagement of the following sub-processors for the Remote Desktop Control:

Address Description of processing
XLAB d.o.0. (ILS 1577902 Pot za Brdom 31 party used by Heimdal in developing and sup-
Online) 100, 1000 porting the Remote Desktop product

Ljubljana, Slo-

venia

The ISL Online distributes sessions to the nearest servers available, however, all the personal iden-
tifiable information is stored with a 3" party encryption key that the hosting provider does not have
access to.

ISL Online uses the following hosting providers for storing the data and metadata processed:

Hosting providers Region
Hetzner DE, ZA
* Asia Pacific (Tokyo) Region
* US East (Northern Virginia) Region
Amazon (AWS) * US West (Northern California) Region
* Asia Pacific (Seoul) Region
* US East (Ohio) Region
* Europe (London) Region
Reliablesite us
Leaseweb NL, DE, US, SG, UK
Limestone us
OVH FR
Arsys ES
UK2 UK
Acens ES
Seeweb IT
IDCF Cloud JP
Linode JP
Azure JP
Hostdime MX, BR, CO
Ipxon CL
LanWan IL
Servers Australia AU
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